
16 October 2024 I 9:00AM - 5:00PM

Renaissance Kuala Lumpur Hotel &

Convention Centre

Smart decisions. Lasting value.

Cybersecurity Seminar Series:

Ransomware 
Preparedness 
and Incident 
Management

Audit / Tax / Advisory



Introduction

Are you prepared? Ransomware continues to be a high-impact problem (with 

seemingly no solution in sight), we will share our knowledge and lessons learnt from 

years of cybersecurity practice in helping organisations to prevent, protect, detect 

and respond to ransomware outbreaks.

Learn how to prioritise your cybersecurity program and develop a robust incident 

response and recovery plan.

Learning Outcomes

1. Understand the anatomy of a ransomware attack.

2. Understanding the ransomware defence lifecycle 

by developing an effective pre-incident prevention 

strategy.

3. Prioritise cybersecurity investments and allocate 

budget effectively.

4. Develop a comprehensive ransomware 

preparedness plan and drills.

5. Implement effective incident response strategies 

and communicate effectively during and after a 

ransomware attack.

6. Minimise business disruption and financial loss by 

understanding backup best practice.

Who Should Attend

1. Cyber risk analysts, managers, and officers

2. Chief Technology / Information Security Officers

3. Enterprise risk management analysts, managers, 

and officers

4. Information security consultants / practitioners

5. Internal auditors

Invest in your organisation’s security today. Don’t let ransomware cripple 

your business. Arm yourself with the knowledge and tools to protect your 

organisation.

Limited seats are available. Register now!



Our Speakers

Professional Certifications

▪ Certified Internal Auditor (CIA)

▪ An IIA Accredited Internal Quality 

Assessor/Validator

▪ Chartered Member of the Malaysian Institute 

of Internal Auditors (CMIIA)

▪ Certification in Risk Management Assurance 

(CRMA)

▪ Member – Research & Technical Advisory 

Committee for IIA Malaysia 2011 to 2013

▪ Member – Academic Relations and 

Certification Committee for IIA Malaysia 

2014 

Professional Certifications

▪ CREST Practitioner Security Analyst (CPSA)

▪ Certified Data Privacy and Solutions 

Engineer (CDPSE)

▪ Certified Information Security Manager 

(CISM)

▪ Certified Information Systems Auditor (CISA)

▪ Cybersecurity Nexus (CSX)

▪ EC-Council Certified Security Analyst: 

Penetration Testing (ECSA)

▪ SAP Business Objects Access Control 10.0 

clients

Amos Law

Risk Consulting Partner, 

Crowe Malaysia

Marko Suswanto

Partner, Crowe Indonesia



Programme: 16 October 2024

0900 am Opening Remarks and Introduction

0925 am

Session 1: Understanding Ransomware Threats

Dive into the rapidly evolving world of ransomware, where data breaches 

and malicious attacks are becoming more sophisticated by the day. In this 

session, you'll uncover the story  behind the ransomware attack, explore 

the devastating impacts it can have on your organisation, and learn how to 

identify the top three threats and vulnerabilities that could make your 

company a target. Equip yourself with the insights needed to stay ahead of 

these lurking dangers.

1030 am Break

1100 am

Session 2: Building a Ransomware Preparedness Plan

In today’s cyber landscape, being prepared is not just an option—it’s a 

necessity. This session will guide you through a practical approach to 

building a ransomware preparedness plan that balances prevention, 

detection, and response. Learn about the top ten cybersecurity controls 

that every organisation should prioritise, and discover how to strengthen 

your defenses while fostering a culture of cyber resilience. This session is 

about equipping you with actionable steps to ensure your organisation is 

ready to face ransomware threats with confidence.

1230 pm Lunch 

0130 pm

Session 3: Incident Management & Response

When a ransomware attack strikes, every second counts. This session is 

your guide to mastering the art of rapid response. Learn the best practices 

for containing, eradicating, and recovering from an attack, and discover the 

strategies for building a foolproof backup and recovery plan. We will also 

delve into the critical decisions and actions management must take during 

a crisis, ensuring you are fully prepared to lead your organisation through 

the storm.

0300 pm Break

0330 pm

Fireside Chat / Case Studies /  Interactive Workshop

Put theory into action in this dynamic, hands-on session where you will 

participate in a live, interactive workshop. Experience the intensity of a 

simulated ransomware attack and learn how to navigate the high-pressure 

environment of incident management. Test your skills, refine your 

strategies, and walk away with practical knowledge that can make all the 

difference when facing a real threat.

0430 pm Q&A

0500 pm End of the session



Individual Rate Early Bird
(Registration by 25th September 2024)

RM780 Nett / pax

• With PDF Materials

Fee Structure

Terms & Conditions

For enquiries and registration, please contact:

Nur Zafirah – events@crowe.my | +6014 548 4686

RM680 Nett / pax

Seminar Fee

• Fee is payable to Crowe CPE Sdn. Bhd.

• The fee includes PDF materials and refreshments.

• Individual Registration: Full payment shall be made at the 

point of online registration.

• Corporate Registration: Full payment shall be made within 

thirty (30) days from the date of the Invoice or 1 day before 

the seminar, whichever is earlier.

• Admittance to the Seminar shall be granted only upon full 

payment as per the above requirement.

Deadline for registration

• Registration closes on 9 October 2024.

Verification of Attendance

• All participants are required to present photo identification 

(NRIC or Driving License) at the point of registration prior to 

signing the registration list when attending the seminar. 

Admittance may be denied upon failure to present photo 

identification.

HRD Corp (Claimable Events Only)

• Crowe CPE is an approved Training Provider registered 

under 'Crowe CPE Sdn. Bhd.'(MyCoID: 201873K).

Employer’s Obligations

• To ensure grant approval is obtained prior to event and to 

provide the Grant ID notification upon event registration.

• To make full payment to Crowe CPE as per the issued 

Invoice within 14 working days upon receipt of Crowe CPE's 

notification in the event the training fee is cancelled by HRDC 

due to non-compliance on the part of the participant or 

his/her employer or any valid reasons stipulated by HRDC. 

• To settle the balance payment to Crowe CPE within 14 

working days upon receipt of Crowe CPE's notification in the 

event only partial claim is approved by HRDC. Crowe CPE 

will provide copy of the original invoice and will not issue a 

new invoice for the balance amount.

• If employer has made payment prior to grant approval, a 

refund will be made to employer subject to reimbursement 

received from HRDC. Refund will be made via IBG Transfer.

• To provide required information and/or documents after 

completion of event for the purpose of HRDC Claim within 7 

working days upon receipt of Crowe CPE’s notification.

 

Cancellation

• Should the participant decide to cancel his/her enrolment, a 

cancellation policy shall be applied as follows:

• For written cancellation received with minimum seven (7) 

days’ notice from the date of the training, no penalties will be 

imposed and full refund will be made to participants who 

have paid.

• For written cancellation received less than seven (7) days 

from the date of the training, an administrative charge of 20% 

of the registration fee will be imposed. Unpaid registrations 

will also be liable for a 20% administrative charge.

• No refunds will be made for written cancellations received on 

the day of the training or for participants who failed to join the 

training. Unpaid registrations will also be liable for full 

payment of the registration fee.

• Replacing registered participants is not allowed.

Participant’s Classification and Information

• Please select the participant classification carefully as it 

determines the fees payable.  

• The information on Corporate/Individual shall be deemed true 

and correct. No alteration will be allowed upon registration.

Certificate of Attendance and CPE Credit Hours

• Participants will be issued an e-certificate upon full 

attendance and submission of the feedback form. 

• CPE hours are claimable through participants’ own 

applications to the awarding bodies. 

Copyright

• No part of the e-material may be reproduced in any form, 

stored in a retrieval system, transmitted by any means 

electronically or mechanically, photocopied, or recorded 

without prior permission of the organiser.

Data Protection Act

• Personal Data is gathered under the Personal Data 

Protection Act 2010 (Act 709).

 

Disclaimer

• This seminar shall not constitute an endorsement of the 

speaker(s) by Crowe Malaysia PLT and Crowe Malaysia PLT 

shall not be liable for whatsoever circumstances arising from 

any engagement between the speaker(s) and the seminar’s 

participants.

• With PDF Materials

https://forms.office.com/Pages/ResponsePage.aspx?id=qk2Kua-Ti0GWDp3PibfrqV2mKJ_3zPlHohmgdX29SW1UQ0NPMDBXRzNaNFZHTEdQWkFDQUZHUDhESy4u
mailto:events@crowe.my
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Crowe CPE Sdn. Bhd.

Level 16, Tower C, Megan Avenue II

12, Jalan Yap Kwan Seng

50450 Kuala Lumpur, Malaysia

Tel: + 603 2788 9898

Contact Us About Crowe Malaysia PLT

Crowe Malaysia is the 5th largest accounting firm in 

Malaysia and an independent member of Crowe 

Global. The firm in Malaysia has more than 10 offices, 

employs over 1,200 staff, serves mid-to-large 

companies that are privately-owned, publicly-listed and 

multinational entities, and is registered with the Audit 

Oversight Board in Malaysia and the Public Company 

Accounting Oversight Board in the US. 

About Crowe Global

Crowe Global is one of the top 10 accounting networks 

with over 200 independent accounting and advisory firms 

in more than 145 countries. For almost 100 years, Crowe 

has made smart decisions for multinational clients working 

across borders. Our leaders work with governments, 

regulatory bodies and industry groups to shape the future 

of the profession worldwide. Their exceptional knowledge 

of business, local laws and customs provide lasting value 

to clients undertaking international projects.

www.crowe.my

Crowe Malaysia PLT is a member of Crowe Global, a Swiss verein. Each member firm of Crowe is a separate and independent legal  entity. Crowe Malaysia PLT and its 

affiliates are not responsible or liable for any acts or omissions of Crowe or any other member of Crowe and specifically disclaim any and all responsibility or liability for 

acts or omissions of Crowe or any other Crowe member.

© 2024 Crowe CPE Sdn Bhd

www.crowe.my

https://www.crowe.com/my
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