
      Evaluating
                  AML compliance
  programs in
             MSBs

he number and types of financial prod-
ucts and services are rapidly expanding. 
Various organizations have developed 
applications for investing, sending money 
or paying bills. In addition, many busi-

nesses transfer money around the world or offer check-cash-
ing services. These unique products have improved financial 
accessibility to underbanked populations and changed the 
traditional money services business (MSB) landscape.

Businesses that offer these types of products and services 
need to take steps to mitigate money laundering and terrorist 
financing risk. One of the most critical of these steps is to eval-
uate the effectiveness of their anti-money laundering (AML) 
compliance programs. By following leading practices, MSBs 
can conduct business safely and in compliance with regula-
tory requirements.
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Given the nature of the increasingly connected, global and 
expanding financial industry, MSBs should understand the 
importance and value of AML compliance programs. Such 
programs provide strong enterprise AML risk assessment 
that supports the identification, creation and management of 
mitigating controls and processes, which are assessed peri-
odically through second-line compliance testing and third-line 
internal audits.

The importance of a risk assessment
A strong enterprise risk assessment is a critical component 
of an effective AML compliance program. All MSBs are respon-
sible for creating a risk assessment that incorporates prod-
uct, service, customer and geography risk. Because of the 
variety of products and services MSBs offer, the diversity of 
their targeted customer bases and their global reach, no two 
MSB risk assessments will look the same. All businesses  
offering services under the MSB definition should evaluate the 
extent and nature of their AML risks to properly assess their 
risk exposure and develop and implement controls to mitigate 
the identified risks.

For compliance officers to properly identify and evaluate 
risks, they must first assess the inherent risk of the follow-
ing categories:

•	 Products and services, such as check cashing, payment 
processing and prepaid cards

•	 Customer base, including consumer and entity types, 
industry types and volume of transactions

•	 Geography, such as where products and services are 
offered and the incidence of business in high-risk 
countries

After all inherent risks are identified, MSBs must evaluate the 
effectiveness of the controls that are in place to mitigate each 
stated risk. The residual risk score incorporates the control 
effectiveness assessment relative to the inherent risk the 
control was implemented to mitigate. The risks and controls 
should be documented, and any gaps in the mitigating controls 
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MSBs and regulations
MSBs are required to register with the Financial Crimes 
Enforcement Network (FinCEN) and adhere to Bank Secrecy 
Act (BSA) requirements (31 CFR 1022.380 [a]-[f]).1 According 
to FinCEN’s definition, MSBs encompass a vast array of 
nonbank financial institutions, including, but not limited to, 
check cashers, providers of prepaid access and money trans-
mitters.2 This definition also includes small businesses such as 
liquor stores that offer MSBs services and virtual platforms 
with no physical presence. In addition, per FinCEN’s final rule 
in 2011 (CFR 1010.100 [ff]), any foreign business operating in 
the U.S. with defined MSB services is required to adhere to 
MSB regulations.3

According to FinCEN’s interim final rule (31 CFR 103.125), MSBs 
are required to implement an AML compliance program with 
adequate and appropriate policies, procedures and processes 
to mitigate money laundering and terrorist financing risk.4 
FinCEN’s MSB exam manual outlines four pillars5 all MSBs 
should maintain for an effective and robust compliance 
program. The four pillars are the basic foundation of an MSB 
AML compliance program, and the designated officer should 
uphold the pillars through internal and independent review 
processes. The pillars encompass:

1.	 Policies, procedures and internal controls to support 
ongoing compliance

2.	 A designated individual responsible  
for ongoing compliance

3.	 Training

4.	 Independent review of the program

The customer due diligence final rule issued by FinCEN in May 
2016 is not applicable to MSBs.6 However, its requirements 
should be considered when designing or enhancing an MSB 
AML program as it might be required by banking partners or 
by FinCEN in the future.

Per the Basel Committee’s “Sound Management of Risks 
Related to Money Laundering and Financing of Terrorism,” 
issued in February 2016 and amended in July 2020, AML func-
tions must maintain three lines of defense to mitigate money 
laundering and financial crime.7 The first line of defense is the 
line of business; the second is the internal AML compliance 
function; and the third is independent internal audit. The second 
and third lines of defense are especially important to maintain-
ing a strong and effective AML compliance program.
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should be identified and remediated to 
decrease overall residual risk. This risk 
assessment is a vital tool that can help an 
MSB identify risk gaps and build or evalu-
ate its current AML compliance program.

Second-line compliance
All MSBs must have an AML compliance 
function to create, implement and manage 
policies, procedures and processes to miti-
gate money laundering risk and adhere to 
regulations for compliance and suspicious 
activity reporting. MSBs also should have a 
program in place to test and monitor for 
ongoing compliance in the following areas:

•	 Customer onboarding

•	 Enhanced due diligence for higher- 
risk customers

•	 Transaction monitoring

•	 Regulatory reporting through 
currency transactions and suspicious 
activity reports

•	 Agent due diligence and oversight

How MSBs implement, test and monitor 
their compliance function varies greatly 
based on size and complexity. Smaller 
MSBs might not need to address global 
regulations because they only operate 
in one jurisdiction, while larger MSBs 
must consider how they can use tech-
nology to simplify and strengthen their 
control environment.

Smaller MSBs, such as financial technology 
(fintech) companies offering money trans-
fer services to a small customer base, 
should ensure they have designated a 
specific person to implement and manage 
the compliance function. The MSB also 
should appoint an individual that can over-
see all functions of the compliance 
program, conduct all compliance duties 
and partner with senior management to 
ensure efficient communication. The desig-
nated compliance individual is especially 
critical to smaller MSBs because he or she 
has limited resources to manage the 
compliance function. A compliance officer 
at a small MSB must be knowledgeable and 
experienced in AML laws, regulations and 
risks. In addition, working in partnership 

with business-line leaders is paramount. 
MSB growth plans must be aligned with the 
scalability of the compliance program.

Medium-sized MSBs should maintain 
adequate staffing, establish oversight over 
the compliance function and implement 
technology to ensure AML effectiveness. 
As an MSB scales its operations, a desig-
nated compliance officer must assess 
whether adequate staffing is in place to 
conduct compliance duties. The compliance 
officer should oversee compliance func-
tions, and this person will likely be unable 
to conduct all day-to-day duties as the 
business grows. Well-trained individuals 
should be in place to support the compli-
ance officer and identify high-risk custom-
ers at onboarding and monitor and 
investigate suspicious activity. In addition, 
this team needs access to the right tech-
nology to support onboarding and monitor-
ing processes. Medium-sized MSBs should 
have the resources to implement a trans-
action monitoring system, and the system 
should be manageable so that the compli-
ance team can fine-tune it without special-
ized system experts.

Large MSBs with a global reach should have 
a fully staffed compliance department that 
reflects the volume of products and 
services offered, the customer base and 
the geographies served. Larger MSBs 
might have an entire department for 
compliance and might also need a dedicated 
second-line compliance testing function to 
monitor quality across the AML program. 
The compliance testing function at a large 
MSB independently tests and monitors the 
control environment, including customer 
onboarding, alert review and suspicious 
activity investigation functions, among 
others. With more support and resources 
available, larger MSBs can rely on technol-
ogy to achieve efficiency and accuracy. 
Automated models might aid with transac-
tion monitoring, sanctions screening and 
suspicious activity alerting. Technology is 
critical to larger MSBs, which should have 
the resources for systems to run effec-
tively and make changes as needed.

Third-line compliance 
testing
Third-line compliance testing engages an 
independent party (internal or external) to 
review the entirety of the AML program. 
This independent perspective is critical to 
identifying AML program enhancement 
opportunities and potential regulatory 
risks. Smaller MSBs should consider hiring 
an independent auditor, while larger MSBs 
might have an internal audit function to 
perform the review.

Independent auditors engaged for such 
reviews should have appropriate qualifica-
tions and expertise and be:

•	 Well-versed in regulatory require-
ments for MSBs

•	 Experienced with the independent 
review process

•	 Associated with a trusted or well-
known firm, if a third party

•	 Up to date on industry best practices 
that should be incorporated into the 
testing plan
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The internal audit process should be sound and include  
the following:

•	 An understanding of the MSB’s unique business model

•	 A tailored scoping plan to evaluate all risks

•	 Sample-based testing for control areas

•	 An explanation of the results of any findings

•	 A documented action plan to remediate identified gaps or 
exceptions

•	 Follow-up on the actions taken to confirm remediation 
has been completed

Each MSB is unique in the products and services it offers, and 
therefore all MSBs cannot be tested in the same way. Whether 
the independent auditor is internal or from a third party, he or 
she must fully understand the business type and unique risks 
in order to adapt the testing plan to the business.

During the review, the auditor must critically challenge the 
entire AML program and the related products and services 
covered by AML requirements. First, the auditor will need to 
review the risk assessment to fully understand the testing 
program and all applicable customers, products, services and 
geographies that are in scope. The auditor should also assess 
the policies and procedures to confirm that the design of 
controls is appropriate and aligned with regulatory require-
ments and expectations as well as industry best practices. 
Second, the auditor should test the effectiveness of controls 
through a sampling approach. The independent review can 
determine if the documented controls are properly imple-
mented and executed to mitigate AML risk. This review is an 
opportunity for the MSB to have the program thoroughly 
tested to identify any weaknesses in its AML compliance 
program and confirm the effectiveness of the controls that 
are in place.

One of the more critical components of the independent 
review process is reporting all observations to the compli-
ance officer so the officer can develop a remediation plan. 
The compliance officer should communicate the noted 
observations to senior management and track the remedi-
ation progress. Regular, independent reviews are essential 
for identifying deficiencies and continually strengthening an 
AML program.

An effective AML 
compliance program 
is cohesive, effective, 

inclusive of all risks 
and adaptable to 

future changes 

Takeaways
An effective AML compliance program is cohesive, effective, 
inclusive of all risks and adaptable to future changes. The 
designated compliance officer should focus on implementing 
and managing a controlled environment that is tailored to 
specific risks and that aligns with regulatory requirements. 
For ongoing compliance effectiveness, the program should be 
regularly tested. Regular testing can identify any potential defi-
ciencies and strengthen an AML compliance program to 
successfully mitigate money laundering within any MSB. 
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